


All access points shall be installed and configured in such a way as to comply with all
security features of the wireless network, including restrictions to provide
connections only to those users who are entitled to access as members of the
University community.

No access points shall be installed on the Administrative segments of the network.
There shall be NO exceptions.

The University reserves the right to disconnect and remove any access point not
installed and configured by OIT personnel or specifically covered by prior written
agreement and/or arrangement with OIT. In cases where the device is being used
for specific teaching or research applications, OIT will work with faculty to
determine how the wireless devices may be used while maintaining required
security and without causing interference.

Other devices such as portable phones, and wireless devices using “Bluetooth” (a
competing wireless technology), that broadcast and receive information on the
same frequency as wireless Ethernet devices may not be allowed on the network,
due to the possibility of interference. If reports of disruptions caused by such
devices occur, the circumstances will be investigated and could result in removal

of the device, with the determination to be made by OIT.
Only users affiliated with Roger Williams University are authorized to use wireless
networking on campus. To help protect these affiliated users from unauthorized access to
their computer resources, OIT may implement data encryption and authentication
security measures that must be followed by all users. These measures require the use of
specific wireless LAN product types and are designed to meet emerging wireless
encryption and security standards. These measures may include other authentication
mechanisms including login etc.



